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Abstract. Anomaly detection is a safety-critical machine learning prob-
lem with applications ranging from fraud detection to network intrusion
prevention and industrial monitoring. Despite the large number of pro-
posed anomaly detection algorithms, many novel methods claim state-
of-the-art performance. However, many authors do so under benchmark
settings that are not aligned with one another. This lack of comparability
raises concerns regarding the reproducibility and reliability of anomaly
detection benchmarks.
In this work, we systematically study the impact of common benchmark-
ing choices on the stability of algorithm rankings. Using seven representa-
tive anomaly detection algorithms and 690 datasets from the OddBench
benchmark suite, we analyze how rankings change under varying dataset
selections, evaluation metrics, hyperparameter configurations, and ran-
dom seeds. To quantify this effect, we introduce a rank instability metric
measuring the variability of algorithm rankings across benchmark set-
tings.
Our results show that algorithm rankings in anomaly detection are highly
unstable. In many cases, almost every competitive algorithm can appear
as the best-performing method under some benchmark configuration.
Among the studied factors, dataset selection and hyperparameter choice
contribute most strongly to ranking uncertainty, while random seeds and
evaluation metrics have a comparatively limited impact. Furthermore,
we observe that reliable benchmarking requires substantially larger and
more diverse dataset collections than the ones commonly used in prior
work.
Based on these findings, we recommend that future anomaly detection
benchmark studies use at least 200 datasets and explicitly evaluate hy-
perparameter sensitivity. More broadly, our analysis suggests that minor
improvements in benchmark rankings should be interpreted cautiously,
as the notion of state-of-the-art performance in anomaly detection is of-
ten highly dependent on experimental design choices. Only once major
improvements on a large amount of datasets can be observed and are in-
variant to design choices, it can be assumed that a tangible improvement
has been made.
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1 Introduction

Anomaly Detection (AD) is a crucial machine learning problem with many
safety-critical applications, ranging from fraud detection [12,16] and failure pre-
vention [5,19] to network intrusion detection [23,24]. Matching this practical rel-
evance, a large variety of anomaly detection algorithms have been proposed over
the years, including classical statistical and distance-based approaches [17,21],
modern deep learning methods [3,18], and more recently foundation model-based
approaches [7,14].

Paradoxically, despite the large methodological diversity, many newly pro-
posed approaches report superior performance over previous methods [7,15,18],
which, of course, cannot be true for all of them at once. As a consequence, se-
lecting the “best” anomaly detection algorithm becomes increasingly difficult.
While several survey papers and benchmarking studies exist [6,9,13,22], they
often fail to identify consistent and practically meaningful differences between
algorithms [9]. Furthermore, different studies rely on substantially different sets
of algorithms, datasets, evaluation protocols, and hyperparameter settings [6,20],
frequently leading to contradictory conclusions.

This raises important questions regarding the reproducibility and reliability
of anomaly detection benchmarks. In this work, we therefore investigate the
stability of algorithm rankings in anomaly detection and analyze the impact
of common benchmarking choices on the resulting conclusions. We will present
our methods in the subsequent section and will then evaluate the impact of
benchmark choices and benchmark components on rank instability. 1

2 Methods

To study the reliability of anomaly detection benchmarks, we analyze how al-
gorithm rankings change depending on benchmarking choices. For this pur-
pose, we consider seven anomaly detection algorithms: KNN (k-nearest neigh-
bors) [21], LOF (Local Outlier Factor) [2], IFOR (Isolation Forest) [17], HBOS
(Histogram-Based Outlier Score) [8], PCA (Principal Component Analysis) [4],
CBLOF (Cluster-Based Local Outlier Factor) [11], and SEAN (Shallow Ensem-
ble ANomaly detection) [15]. We then evaluate how the relative ranking of these
algorithms varies across different experimental settings.

We intentionally restrict our study to comparatively lightweight anomaly
detection methods with low computational overhead. This choice is motivated by
two considerations. First, our goal is not to identify the overall best-performing
algorithm, but rather to investigate the sensitivity of benchmark conclusions to
methodological choices. Second, limiting the computational complexity enables
us to perform a large number of repeated benchmark evaluations across many
datasets and settings. As benchmark data, we use the 690 datasets provided by
the OddBench benchmark suite [6]. To reduce computational cost, especially for
1 To increase the reproducibility of our research, our code is freely available at

anonymous.4open.science/r/reproduce-34FF

https://anonymous.4open.science/r/reproduce-34FF/
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distance-based methods such as KNN and LOF, each dataset is limited to at most
5000 randomly sampled training and test instances. Unless stated otherwise, we
further select a random subset of 100 datasets for each benchmark configuration.

To quantify the stability of algorithm rankings, we introduce our novel rank
instability metric. Let Rank(algo, setting) denote the rank achieved by an algo-
rithm under a specific benchmark setting. We define the overall instability as
the mean standard deviation of ranks across settings:

σrank = meanalgo
(
stdsetting

(
Rank(algo, setting)

))
A low σrank indicates stable rankings across benchmark settings, whereas

higher values indicate that rankings strongly depend on experimental design.

Finally, benchmarking anomaly detection algorithms requires several experi-
mental design choices. In this work, we focus on four major sources of variability:

(1) Dataset selection,
(2) Evaluation metric (ROC-AUC [10] or AUCPR [1]),
(3) Hyperparameter selection,
(4) Random seed selection.

To measure the impact of each factor individually, we simulate 100 ran-
dom choices of the respective parameter while keeping all remaining components
fixed.2 For each source of variability, we compute the resulting rank instability
σrank.

3 Benchmark Choices and Benchmark Reliability

As we evaluate a large number of benchmark configurations, we observe that
the ranking between algorithms changes substantially depending on the specific
experimental design. In particular, varying the selected datasets, evaluation met-
rics, hyperparameter configurations, and random seeds can lead to entirely dif-
ferent conclusions regarding which algorithm performs best. Figure 1 illustrates
the distribution of the best-performing algorithm across all evaluated benchmark
settings. Remarkably, five of the seven studied algorithms achieve the top rank
in more than 10% of all settings. Only HBOS and CBLOF rarely appear as the
best-performing methods. HBOS achieves the top rank in only one out of 1016
evaluated settings, while CBLOF was never observed as the best-performing
algorithm in our studies.

These observations have two important implications. First, they demonstrate
that it is comparatively easy to make a reasonably strong anomaly detection al-
gorithm appear state-of-the-art by selecting favorable benchmark settings. In
our experiments, at most eight randomly sampled settings are sufficient to find
2 For random seeds and hyperparameter configurations, we sample 10 random values

per algorithm and combine them randomly across algorithms to obtain 100 distinct
benchmark settings.
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Fig. 1. Distribution of the best-performing algorithm across different benchmark set-
tings. Most algorithms become the top-ranked method under at least some experimen-
tal configurations.

a configuration in which a competitive algorithm achieves the best overall perfor-
mance. Second, the results also indicate that this effect has practical limits: con-
sistently underperforming algorithms cannot easily be made competitive solely
through benchmark selection. To better understand the origin of these ranking
instabilities, we systematically investigate the impact of individual benchmark-
ing choices on reproducibility and reliability in the following section.
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Fig. 2. Impact of different benchmarking choices on the rank instability σrank. Hyper-
parameter selection and dataset amount (25, 100, 400) contribute substantially more
to ranking uncertainty than random seeds or evaluation metrics.
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Figure 2 shows the benchmarking results using our four sources of variabil-
ity, namely dataset selection, evaluation metrics, hyperparameter selection, and
random seed selection. Our analysis demonstrates that benchmark rankings in
anomaly detection are substantially affected by experimental design choices. At
first glance, the observed instability of approximately σrank ≈ 0.34 may ap-
pear moderate. However, under a Gaussian interpretation, this implies that only
roughly 68% of observed rankings lie within ±0.34 ranks of the expected rank-
ing. Given the comparatively small ranking differences between algorithms, this
uncertainty becomes highly significant in practice. Indeed, across the seven stud-
ied algorithms, the average ranking varies by only 1.51 positions overall, ranging
from 3.37 for KNN to 4.88 for CBLOF. Consequently, an uncertainty of 0.34
ranks represents a substantial fraction of the total observed performance gap
between methods.

Importantly, not all benchmark components contribute equally to rank in-
stability. The influence of random seeds is comparatively negligible, while the
choice of evaluation metric has a smaller but still noticeable effect. In contrast,
hyperparameter selection introduces substantial ranking uncertainty. Since our
study focuses primarily on classical anomaly detection methods with compar-
atively limited hyperparameter spaces, this effect is likely still underestimated.
Modern deep learning-based methods typically involve substantially more hyper-
parameters and are more sensitive to optimization choices, potentially leading
to even larger reproducibility issues.
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Fig. 3. Relationship between the number of datasets and rank instability σrank. In-
creasing the number of datasets improves ranking stability, but the effect saturates
due to remaining sources of uncertainty.

Finally, the number of datasets used in a benchmark has a major influence on
ranking stability. We analyze this relationship further in Figure 3. As expected,
increasing the number of datasets reduces ranking uncertainty. However, this im-
provement eventually saturates, as the remaining sources of variability dominate
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the instability. Overall, our experiments suggest that approximately 200 datasets
are required to reduce the total rank instability to a comparatively reliable level
of around σrank ≈ 0.2.

4 Conclusion and Outlook

In this work, we presented the first systematic study of how different bench-
marking choices affect the reliability of anomaly detection benchmark studies.
Our analysis demonstrates that benchmark conclusions in anomaly detection
are highly sensitive to experimental design decisions and that algorithm rank-
ings change substantially depending on the selected evaluation setup.

In particular, we showed that it is comparatively feasible to construct bench-
mark settings for most algorithms in which a newly proposed algorithm out-
performs existing methods. At the same time, our experiments reveal that the
dominant sources of ranking instability are the number of datasets used and the
choice of hyperparameters. In contrast, factors such as random seed selection or
the specific choice between common evaluation metrics contribute substantially
less to the overall uncertainty.

Based on these findings, we recommend that future anomaly detection bench-
mark studies should include at least 200 datasets whenever computationally
feasible. Furthermore, benchmarks should explicitly evaluate algorithms under
varying hyperparameter configurations instead of relying on a single manually
selected setting and should include a value such as the herein proposed insta-
bility score. If computational resources are limited, increasing dataset diversity
appears substantially more beneficial than evaluating additional random seeds
or multiple closely related evaluation metrics.

More broadly, our results raise questions regarding the current emphasis on
state-of-the-art performance in anomaly detection research. The observed rank-
ing instability suggests that the notion of a universally “best” algorithm is of-
ten not robust and may depend strongly on benchmark construction choices.
Consequently, we argue that future research should place greater emphasis on
robustness, reproducibility, and understanding the conditions under which algo-
rithms perform well, rather than focusing primarily on marginal improvements
in benchmark rankings.
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